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Abstract of the contribution: This paper proposes solutions on 3GPP reference architecture for UAS remote identification and USS discovery.
1 Introduction
A high level Reference Architecture has been defined for UAS remote identification in TR 23.754 as below, however, it is still unclear about details within the 3GPP PLMN block. E.g. which NFs interconnects with UAV, UAVC, TPAE and USS/UTM and what are the relevant NFs providing UAS remote identification services to the UTM/USS.
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3GPP reference architecture for UAV remote identification may be impacted by the solutions of all the key issues.
Some working assumptions have been reached based on the Moderated Email Discussion of the running questions, which assumes  

-
A UAV 3GPP authentication/authorization is performed by the MNO when the UAV accesses the 3GPP system. This may be required when the UAV registers with the 3GPP system or when the UAV is connected to the 3GPP system for UAV operations. This is needed to ensure the UAV has successfully registered with USS/UTM and has therefore been authorized for operations by USS/UTM. This involves the USS, and it is not the 3GPP system that decides to authorize the UAV: the 3GPP system receives confirmation of the authorization from the USS.

-
For networked UAV controllers and non-networked UAV controllers, pairing between the UAV and the UAV controller for the use of UAV3 or UAV5 may be at least authorized, or even authenticated. The pairing authorization/authentication, when performed, is authorized by the USS/UTM, not by the 3GPP system. The 3GPP system enables such authorization process. The result of such authorization/authentication are made known to the MNO in order to enable the USS/UTM to enable the connectivity between the UAV and the UAV controller.  

-
3GPP system may support the authorization of flight plan (i.e. the aviation-level flight plan authorization that UAV needs to receive from USS/UTM) between the UAV and the USS/UTM. 

In the above 3 scenarios, the 3GPP network needs to route a request to the USS/UTM for authentication/authorization. 
Proposal 1: EAP based secondary authentication by an external DN-AAA server as defined in TS 33.501 is reused for UAV 3GPP authentication/authorization, pairing authentication/authorization and flight plan authentication/authorization, i.e. the USS/UTM performs the role of DN-AAA, and the SMF that takes the role of the EAP authenticator communicates with the external DN-AAA over N4 and N6 via the UPF.
Furthermore, it assumes that “The 3GPP system shall provide enablers to support geofencing (for in-flight UAV) and geocaging (for UAV on the ground intending to fly) functionality in USS/UTM.”  This can be achieved by USS/UTM subscribes to the 3GPP network on UAV presence in an area of interest. In that case, UAV plays the role of an AF.
Proposal 2: To enable geofencing and geocaging, USS/UTM subscribes to the 3GPP network on UE presence in an area of interest as an AF.
In addition, it assumes that one or more USS(s) may be present in a specific region and may manage UAVs over one or more 3GPP networks.
Since there may be multiple USS(s) deployed in the network, the 3GPP network shall discover the home USS/UTM of the UAV, which holds the CAA-level authentication/authorization data of the UAV, for the UAV 3GPP authentication/authorization and for PDU session establishment to the USS/UTM. A solution shall be developed to enable USS/UTM discovery.
If the UAV 3GPP authentication/authorization is performed when the UAV registers with the 3GPP system, the SMF shall know UTM/USS address, which can be achieved in below 2 ways:
· UE provides the USS/UTM address in the registration request, if it is configured in the UE, and the AMF provides it to the SMF when the secondary authentication is performed
· UE provides the CAA-level ID in the registration request, and the SMF derives the USS/UTM address from the CAA-level ID. SMF derived USS/UTM address has a higher priority.
If the UAV 3GPP authentication/authorization is performed during PDU session establishment with the USS/UTM, there are 2 options：
· UE provides the UTM/USS address in the request, the SMF determines the target DNN based on the UE provided UTM/USS address  
NOTE: The mechanism used for V2X server discovery as defined in TS 23.287/5.3 can be applied.

· UE provides the CAA-level ID in the PDU session establish request, and the SMF derives the USS/UTM address from the CAA-level ID. SMF derived USS/UTM address has a higher priority.
Proposal 3: Different USS/UTM discovery mechanisms as described above are applied at UAV registration and at PDU session establishment.
Below figure shows a 3GPP reference architecture for UAV remote identification, in which USS/UTM plays the role of AF and DN-AAA.
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2 Proposal

It is proposed to approve the below content. All the texts are new.
* * * * Begin of Changes * * * *

6.0
Mapping Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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* * * * Next Change * * * *

6.X
Solution #X: 3GPP reference architecture for UAV remote identification
6.X.1
Introduction
This solution addresses the 3GPP reference architecture used by the solutions of all the key issues for 5GC and for EPC respectively. It includes the mapping of the network entities and interfaces in the UAV reference architecture to the 3GPP reference architecture.

 Editor's note: The 3GPP reference architecture for UAV remote identification will be updated based on the solutions adopted for each key issue once it is concluded.

6.X.2
Functional Description
6.X.2.1
3GPP reference architecture for UAV remote identification (5GC)

[image: image3.emf]AMF PCF

UE (R)AN UPF

 DN

N13

N7

N3

N6

N2 N4 N1

AF

N30

SMF N11

N9

AUSF

N8 N12

UDM

N10

N14 N15

NSSF

N22

NEF

N33

UDR

N36

N37

N35

N5



Figure 6.x.2-1: 3GPP reference architecture for UAV remote identification (5GC)
As shown in Figure 6.x.2-1, 
· UAV/UAVC is considered as an individual UE from the perspective of the 3GPP system
· TPAE is considered as an application server in the Data Network.
Editor's note: Whether a TPAE can be considered as an individual UE is FFS.
· UTM/USS is considered an AF, performing as a Control Plane NF and/or an application server in the Data Network.  
Editor's note: Whether the UTM/USS is a DN-AAA is dependent on authentication and authorization solution.
· UAV1 is over N1
· UAV2 is over N6
Editor's note: Whether a UAV2 can be over N1 is FFS.
· UAV6 is over N33, N5 and/or N6
Editor's note: How other UAV interfaces are realized in the 3GPP network is FFS.

6.X.2.2
3GPP reference architecture for UAV remote identification (EPC)

Editor's note: The 3GPP EPC reference architecture for UAV remote identification is TBD.

* * * * Next Change * * * *

6.Y
Solution #Y: USS/UTM Discovery
6.Y.1
Introduction
This solution addresses KI#2 and KI#7.

This solution applies to both 5GC and EPC.
Since there may be multiple USS(s) deployed in the network, and the association between a UAV and a USS is outside the scope of 3GPP and is not related to the UAV subscription with the mobile operator, the 3GPP network shall discover the USS/UTM that is serving a specific UAV, and which can retrieve the CAA-level authentication/authorization data of the UAV, for the UAV 3GPP authentication/authorization and for PDU session establishment to the USS/UTM. 
USS/UTM Discovery is applied in the following scenarios:

· Case 1: UAV 3GPP authentication/authorization at Registration
· Case 2: UAV 3GPP authentication/authorization at PDU session establishment
· Case 3: UAV/UAVC pairing authentication/authorization at PDU session establishment

· Case 4: UAV PDU session establishment with USS/UTM
6.X.2
Functional Description
A UAV UE may be configured with a serving USS/UTM address information when the CAA-level registration is successful. 

Editor's note: Whether it is feasible that A UAV UE is configured with its home USS/UTM address information is FFS.

Alternatively, A UAV UE may be provisioned over N1 of its serving USS/UTM address information. This is achieved in a similar way the V2X application server address is provisioned/updated to a V2X UE:
· USS/UTM provision its address as service specific parameter to the UAV UEs who have been successfully registered using Service specific parameter provisioning procedure as described in clause 4.15.6.7 of TS 23.502 [7].
Editor’s Note: whether this solution is applicable to the scenario where there is no commercial relationship between the USS and the PLMN is FFS.

Editor’s Note: how this solution is applicable when the UAS operator changes USS providing services to the UAV is FFS.
The serving USS/UTM address information may be a FQDN, either preconfigured or dynamically provisioned. In that case, it shall be resolved by DNS.
This serving USS/UTM address may be stored in the UAV UE for a long time until it is updated by the USS/UTM.
Editor's note: Whether the serving USS/UTM address is updated when UAV moves across the area border depends on USS/UTM deployment.
Editor’s Note: it is FFS what an area border is and how an area is defined.
A UAV UE is assigned a CAA-level ID by the USS/UTM, and the SMF may be configured with a mapping table between this CAA-level ID and the serving USS/UTM address, assuming that each USS/UTM serves a range of CAA-level IDs.
NOTE: The CAA-level ID range served by a USS/UTM may overlap, i.e. a CAA-level ID may be served by multiple USS/UTM, in that case the SMF determines the serving USS/UTM address based on operator policy.
Editor's note: Whether it is feasible that SMF may be configured with a mapping table between this CAA-level ID and the serving USS/UTM address is FFS.
Editor’s Note: whether it is feasible to assume that the SMFs of multiple 3GPP systems are configured with dynamic CAA-Level IDs issues by several USSs that have no business relationship with the 3GPP systems is FFS.
For Case 1, UE provides the USS/UTM address information or CAA-level ID in the registration request, and the AMF provides it to the SMF when the secondary authentication is performed:
· If CAA-level ID is received and SMF is configured to derive or map the CAA-level ID to the USS/UTM address, SMF determines the USS/UTM address based on the CAA-level ID;

· Otherwise, if USS/UTM address is received, SMF uses the UE provided USS/UTM address to route the request to the USS/UTM

For Case 2, Case 3 and Case 4,  UE provides the USS/UTM address or CAA-level ID in the PDU session establishment request:
· If CAA-level ID is received and SMF is configured to derive or map the CAA-level ID to the USS/UTM address, SMF determines the USS/UTM address based on the CAA-level ID;

· Otherwise, if USS/UTM address is received, SMF use the UE provided USS/UTM address to route the request to the USS/UTM
6.X.3
Procedures

Editor's note:
This clause describes high-level procedures and information flows for the solution.

6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.

This solution may have the following impacts to existing entities and interfaces:

· N1: UE provides the USS/UTM address or CAA-level ID in the registration request

· SMF: Derive USS/UTM address from the CAA-level ID (optional)
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End of Changes * * * *
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